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Fully managed services to protect
your network from the Internet.

XO SECURITY SERVICES

X0 Managed Firewall allows you to offload the security concerns of connecting to the
Internet by providing a fully managed security solution, based on the industry leading
Cisco platform. A multitude of connection speeds can be supported, from DSL to OC-3 and
higher speeds, as well as providing you the choice between the purpose built Cisco PIX
firewall appliance or the more versatile Cisco I0S solution.

The Internet is a dangerous place for businesses.
Dangers lurk everywhere, from malicious hackers
to harmful worms and viruses. If you are connected
to the Internet, then you may be faced with these
dangers ... but you don't have to face them alone.

Know the Risks:

e In 2003, the CERT Coordination Center
(CERT/CC) reported that 70% of companies
surveyed had at least one e-crime or intrusion
committed against them

e On average, 136 e-crimes / intrusions are
annually committed against an organization

e 71% of those attacked originated outside of
the companies surveyed

The Solution

There is a solution to help you to secure your
Internet access: XO® Managed Firewall. Ensure
that the dangers of the Internet are kept out of your
network and that your policies regarding Internet
access are enforced.

XO Managed Firewall is based on the industry-
leading Cisco® platform, either using a purpose-
built PIX firewall appliance or the versatile Cisco
IOS router. Both platforms use industry standard
Stateful Inspection, so you can rest assured that
your network is being protected by state of the art
technology.

Not just talk.

™

Managed Firewall Features/Benefits

e Free site surveys to ensure that XO provides
you with a solution that fits your exact needs

e Industry-standard stateful inspection firewall
technology ensures a secure perimeter to your
network

e Equipment installation and 24x7 monitoring
with maintenance plans available

e  Security experts to help design an effective
firewall policy and assist with policy changes

e Unlimited firewall policy changes

e Operational site certification to verify correct
operation of the Managed Firewall service

Scalable, Multi-Megabit Access Bandwidth

XO Managed Firewall can support a multitude of
different access methods, ranging from DSL to T-1
up to OC-3. This allows you to receive a managed
security solution today that is flexible enough to
grow with you as your business needs grow.

Cisco® Powered Network

The Cisco Powered Network Logo indicates that
the XO Managed Firewall Service is delivered to
you over an infrastructure built with industry
leading Cisco products.

Contact XO

For more information, please contact your XO
Sales Representative or visit www.xo.com.
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