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Solve Tough Security Issues and
Maintain Compliance.

Managing risk, security, and compliance in today’s threat-based environment can

be a juggling act at best. Doing more with less has become the norm and with
continuously evolving compliance requirements, IT teams are finding it nearly
impossible to keep up. MegaPath’s Compliance services are designed to solve

some of the tougher issues—including log management, vulnerability management,
and security information—that IT departments face. Our Compliance services meet
numerous regulatory requirements—including PCI DSS, FFIEC/NCUA, HIPAA

HITECH, GLBA, and SOX.

PCl Compliant Log Management

Benefits

MegaPath’s Managed Logging service is a cloud-based offering that securely
collects, analyzes, reports, and stores log data from MegaPath-provided or
customer-owned security devices, network infrastructure, and host systems. The
service uses an agentless approach to log collection that is rapidly deployable and
scalable in all customer environments. For Windows  *“-based POS systems, the
service also offers an optional File Integrity Monitoring (FIM) function for additional
PCl compliance.

Vulnerability Management

MegaPath’s Vulnerability Scanning service (VSS) provides Web-based scanning
tools for unlimited internal and external scanning by the customer. The service
provides detailed scan reports and priorities on identified vulnerabilities that can be
remediated by the customer or MegaPath. In partnership with multiple approved
scanning vendors (ASVs), we also provide quarterly scan certification reports
required to meet the PCl-compliance requirements.

Security Information Management

Our security portal is included at no additional cost with the purchase of either
Managed Logging or VSS. It provides case management, workflow, and log or
vulnerability issues reporting that can be used to track remediation activities,
as well as create reports for audits and assessments. Its Security Information
Management (SIM) functionality is a key element to maintaining effective
security controls and demonstrating compliance.

Reduces costs
Improves security
Simplifies compliance
Provides 24 /7 / 365 coverage

One monthly bill
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))) Get Started Now: 877.634.2728 to learn more.

www.megapath.com
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Features Advantages
End-to-End Nationwide
MegaPath Manged PCI STANDARD PLUS Infrastructure
Managed Fortinet® firewall and Ve Ve Our privately me?naged MPLS network
Internet security provides exceptional performz?n'c'e,
total redundancy, and the flexibility to
Stateful packet inspection and Intrusion Prevention Yes Yes deliver true voice Quality of Service.
Service (IPS) Complete Service Portfolio
Network segmentation (up to 6 devices) Yes Yes We offer a full r.ange of business
broadband, voice, MPLS, VPN, and
security services.
Secure VPN (MPLS or IPSec) — Access Ves Ves y
sold separately Unbeatable Experience
We' . . ith
Rogue wireless detection Yes Yes . eve b.een serving !c)us!nesses V\{It
innovative communications services
o for 16 years.
24 /7 /365 monitoring and support Yes Yes
Superior Customer Support
Website white listing / black listing Yes Yes Our friendly technical experts respond
quickly and efficiently 24 /7 / 365.
PCl-compliant logging and reporting Yes Yes
Web application control / data leak prevention Yes Yes
SSecurl'Fy po;tal acc.ess with SIM Yes Yes
(Security Information Management) @ Security =
Standards Council
Profes.sional installation/integration Yes Yes AN R A IEAXEON
(premise firewall)
Quarterly PCl-vulnerability scanning (1 IP) No Yes
File integrity monltorlng No Yes
(One POS device)
System Logging and Reporting No Ves
(One Source)
MegaPath PCl Service Pricing (3-Yr Term) STANDARD PLUS
i ice (full I fi Il,
Security as a Service (fully bundled w/ firewall, no $79/Month $89/Month
upfront fees)
CPE purchase option*
*Requires purchase of Fortinet firewall, $39/Month $49/Month
installation not included

)) Get Started Now: 877.634.2728 to learn more.

www.megapath.com
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